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Family History
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User Security Control—A HIPAA Mandatory Requirement

One of the requirements under MU2 is to make certain that all users who have access to the computer are
tightly controlled with respect to what files they have access to and what they can do within each file. In Red
Planet there are four functions for each file: Create a new record, Read an existing record, Write (save) a re-
cord and Delete. Setting up this information has always been available from within the User Master screen.
But, most sites don’t take the time to monitor this information and after awhile with users leaving and new
hires coming on board, things become a little out of control. This is handled by the new program, MAKEUM.

The first question you are prompted with is if you want to see the list of files. Click Yes to see the list and have
an idea of what each file is. The next screen (shown below) will show you a list of “security roles”. You can de-
lete roles, create new roles, or start all over by doing a reset.

# " Security roles need to be defined for: ADMIN, APPOINTMENTS, BILLING, NURSE, PHYSICIAN o s

Optian | ADMIN () APPOINTMENTS BILLING MURSE () PHYSICIAN () create rale delete role () reset

(OE (i

If you select a role, then the next screen appears showing the four file control functions. An ADMIN user
(shown here) gets to do everything. The other roles are more limited. You then adjust, as necessary.

i Define roles for ADMIN ([ [ Sl
CREATE MEW RECORDS 105 MEE_MLMIM NEWEEDELEMS FH 0 FOD M3 TASES TERMETABLE TK.TKL. ]
WIEW RECORDS 24 BH.CM EP MEMOS MEP M| MIM NEWPROBLEMS PHONES PO POD OMS TASKS TERMSTABLE TK,TKLTHM, T LIM
WRITE RECORDS 24 BH.CM_EP MEMOS MEP M| MIM NEWPROBLEMS PHONES PO POD OMS TASKS TERMSTABLE TK,TKLTHM, T UM
DELETE RECORDS £ BH,CM EP MEMOS MEP MI MIM NEWPROBLEMS PHOMES PO POD.GOMS TASKS TERMSTABLE TK TKLTM Ti LM
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After clicking Ok, the list or roles will re-appear and you can set up another role. When done, click Ok, and the
following screen will appear showing all of the users. (For roles other than ADMIN, delete defaults to XX, which
means no files can be deleted. This will need to be adjusted, accordingly.)
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FCK FRANK KITTO ADMIN ) APPOINTMENTS ) BILLING (©) NURSE () PHYSICIAN () Delete user
LBK LAUREL KIRK ADMIN () APPOINTMENTS ©) BILLING ) NURSE () PHYSICIAN () Delete user
LD.J LESIA JOHNSON ADMIN (©) APPDINTMENTS () BILLING (©) NURSE ©) PHYSICIAN (7 Delete user
Mia MILES ARCHULETA ADMIN ) APPDINTMENTS ) BILLING ) NURSE () PHYSICIAN ) Delete user
MJA MIKE ARCHULETA ADMIN ) APPDINTMENTS () BILLING ) NURSE () PHYSICIAN () Delete user
P/ PAM wWROD ADMIN () APPOINTMENTS () BILLING ) NURSE () PHYSICIAN () Delete user
SAW SCOTT WOOD " ADMIN ) APPOINTMENTS ) BILLING ) NURSE () PHYSICI&N ) Delete user
[ok|E  [Cancel]E4

You can then assign each user to their new security role based on their job function. You can also use the
screen to delete any users who are no longer active.

After September 21, 2014, the Super Users will get a notification each day until the above information has
been completed.




